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ITU-T X.500 & #2= % chps & 38 O B 4R dE K o
PAAHIEK Y LT f%f@‘:g_%}ﬁfﬁ,‘ ¢ BHE Y ,g@gj
& % 2> (Transport Layer Security, TLS)3d 30 5 T 2 3%
BB ey TLS 53 -

P ET B RT
REZLR €
(Chunghwa
Telecom
Certificate Policy
Management
Authority > & -

FREEER ¢)

v

L B2 p g PR g—?f;‘;g%‘@%;,\@
ffﬁéﬁ’&ﬂ‘i HIERETFEEM I EE B
AT BB PSR T 8
PG REEI B TEARET I EEF LT
g o

HIPKI & 7 44 % 52

® . (HiPKI Root

HiPKI 7432 ?& Jg«Mﬁ(Root Certification Authority,
ROOtCA)» fegt i A 5% 2 B 24 A AE R B B
&ﬁ%ﬁ@ﬁ%ﬁ’ﬂ2@§%é%ﬁikﬁo

CA, HiPKI RCA)
Bt 28

- % @W ’F-r‘
(Federal
Information

Processing
Standard, FIPS)

= % R "‘ffﬁtffﬁli“fﬁiwﬁ“ TR RS
ﬁfzfj—kc Al 2 T e R o H YRR
BE T %ﬂ’—? 5 FIPS % 140 L1428 (# # FIPS

140))FIPS 402 %4 @135 5 1155 3 7 1
Fo A 2FAHUEA S4BT 2 E S

7 L3 (Firewall)

BETH(RE)F 2K A HRR LB R

W E -
AR L 1 Wi TR e P Y ey 8 P
F#(Fully Qualified |3 4L = ’iva Ll LfLe A LHORIE L)

Domain Name
FQDN)

2Rt DAL IR < 12 ourserver.ourdomain.com.tw
] > ourserver £_3 # £ £ ourdomain.com.tw & i g
4L H ¢ ourdomain £ % 3 & i AL com P AL
= a4 ¢ ¢ #E(Second-Level Domain) - tw | E_F 7% 78
B % 5 7 4 (Country Code Top-Level Domain,
CCTLD) e = 2ve & 43 AL 5 — 2 A4 8 L4
¥ 2 www.ourdomain.com z ] > Www & 3 % Z AL
ourdomain &_=& % 438 £ AL > com R Eid * TR ke 5
¢ #i-(Generic Top-Level Domain, gTLD) -
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FROEERFL | EEBEET £ 62 LR g F
(High Risk ‘E%ﬁﬂ BEF R T oir TR LS B
Certificate TERY2ZFRGNEL ﬁ]su v ¥ 7 BATARIER
Request) & R A ok g % - Miller Smiles 4§44 4. 71 %
(Miller Smiles phishing list) 2 Google % 2 i 1 71|
(Google Safe Browsing list) - 2 !G4 i¢ * H & &
Sf e E AR IR e LR o
I 'ﬁ AR (R 2 F )i VS A
>34 e [A Gulde to Understanding Identlﬁcatlon and
el Authentication in Trusted Systems]

(Identification)

EAEERE Ul - A i‘ﬁ\‘ v?@"ﬁ”“v;“’tnj
&riﬁﬁl%’*—‘kd‘%%{ LN T FERE

= &1 (Integrity)

N

Wik g7 % g ih
‘é%;{»t\j\ /@éﬁﬂ g & @ 3E S ‘FE] x? ;LJ
el ¢ ",'5'3 aAE AR s fA R

DRSS 5 &2 )
5"7? e

o

o

aN K% TL iﬁa g’
(Internationalized

Domain Name,
IDN)

1 ﬁ——}’b o 72 1 B4 5% 3 ahyr

% ?ﬁﬁ;’i'l)é T ef

* (Script) &« 3 #+ 3 =~ (Alphabetic Character) » 2% {s 1

e VR e B BURS A
fie 1 #(Internet

Assigned Numbers
Authority, IANA)

punycode $fg » * 3t R X ASCI F 2 8 thiels 7
7}?—?5’»22‘ °

bR R # P iy s e LA
EF SR SRz W e

PR R AR
i%-] % (Internet
Engineering Task

e eRit®mE giodid o F 3 R
https://www.ietf.org/ > # f R 2354 A W & F 2 #

W ERIBAGER R R R R (B

Force, IETF) VZ e B E 1T g o
B3 BRI 3 1 REE T EEZEEDREPB TR
(Issuing CA) B DEF B ERE -

W o2 EARE R S '\*/P@f’ SRR B R
b i (N FE 0 nE Q)T RN TR T 3 gty
S

(Key Escrow)

Pk iR R L BR LB R
E3r 8 B3 RY - 2T o R REPR
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AR EE AN g B T AEE

(1) H?P 13 s4* ki 4R m e 4w
% 4 %+ (Key Pair) 4 X GenT 14 £4RT RS o

Q) R 15 2By 14 (5 s

T)EAF (T

Utk h BB R T A(B 407 & 8% [RFC 6962] -

’& AR R WL 41' & OCSP response)é FER T
Linting 2 (6]4e tbsCertlflcate (%% RFC 5280 % 4.1.1.1

%wﬁwﬁiﬁﬁgﬁﬁzﬁﬂaéﬁwﬁ
ST AZ. ©

& f

7 ¥ %t (Non-
Repudiation)

HEABE SR EBEFP 2 HFR LK
BEo b sz FE Fle s AT RZTER
% é‘/f@“’ﬁ I R o P 0% TR S A 4y 8

Fl(l xz2_ - ") ';.‘ ’ﬁr%f{-ﬂ}’\ﬁ#a. v U
56%%”’ (LR Ll g & R A P
?‘%ﬁiﬁzf*%‘%”é_mé_ LR R S
BB R T S E A

i 1 ]2
(Object ldentifier,
OID)

(1) 1 s * e o 2 vi— B U 2N
.Q/E ,;;]_;]xﬁs*al__g: :,‘,,Lr/.,-L7 "P' ’F‘l?%\:ll‘;,_
oo T AR '1’*‘%1”1- B2 $H 2 BEFK
@ﬁﬁﬁ@?%’ﬂ%ﬁ$W%ldﬁﬁx%
Lol FRAF BT EAERNS 15 %
2 5% 438]

(2) v P AR i e S (ISO)LP egh w2 5% el
ﬁﬁﬁ“%ﬁ‘%ﬁﬁwﬁ’ﬂNM?&@~ﬁ
Hfb g o Gl OB B4R AH R T
g (9! liﬂﬂ’? i m’& FFCRE 6 B AEE

—Er/z°

SR o T
%_( Online

Certificate Status
Protocol, OCSP)

&g FE K A - T (Online Certificate Status Protocol)
1l AR BERLIET RE PRTRCE AN SR N i
Vol kB E2Z K (B 4o Bk \”ﬁ‘ﬂc:!;)
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S e 7 P o
TR PR E
(OCSP Responder)

B AR R BAE PR PIRE > Tl
IHE R RILE A A

RGP
2 %37 (OCSP
Stapling)

- #& TLS & & & & 3+ 9% B # = (TLS Certificate
Status Request extension) » # & % 4R+ 15 78K A 15 T
(OCSP)% 4 ¥ - fétk & x509 B L R
A3 EpEEr > ke T Ahe OCSP w & RIRE

B85 TR 4](B]4eB o pF) , 0 OCSP Response
FAE T ko A& - =g TLS Handshake 9% 4
WEAEY o fexb € Kt 775 i OCSP Response &% %
(¥ RHFE) 2 R F %#E % OCSP
Response 75 »zftm 2 * L o CA 4 % OCSP 3
—Qrbﬁﬁyy"'—‘i‘”@ L3 & TLS 5}%—4.""3 -@ra'
CA [ H TLS G ki » Flpt g CA mﬁ ¥
SR FIIEY TLS sk CA OCSP w i # IR %
e EF2 TLS G 7 »obi 4 » » % ¢ OCSP w
Je PIRET i B avg vt r 2 ¥ ki ey TLS gexd
SEF G -

SRS F
(Out-of-Band)

PR3- Aen@B i L F G g S N e Bdei
TR BE DA TR F MR L
RE 2RI o

(Organization
Validation, OV)

118@ﬁ§%ﬁﬁﬂ’%?$WﬁﬁwwA%%%
PR AIE T D R RIGE DR E B u] 8 g

‘-ni‘y_-n

s s .kl BR g TLS B
Z k> VR E TLS 4o il g » i i et B
HAGEL AR BET AL R

% &
(Private Key)

SR &
(Public Key)

(1) 2% &4 > ¥ uEk=§ 31 s
%O

(2) mief2 B £45%7 Y UHEHBR TR TE
b o
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AR T E LAY LY (GR TF T2 T

SR EHTBE
%2 (Public-Key

Cryptography
Standard, PKCS)

RSA ) MNE P ETHRSAT %R T 2 REORF £
DI R EE LU
TR EERHE

SR £ RS
2% (Public Key
Infrastructure,
PKI)

R - R BN SRR S LR
PRI B L AR LR R FR A G
HESRBE 2 24GEHE -

R A
(Qualified Auditor)

i+ & & ~ & F(Baseline Requirements) % 8.2 &4 z_2_
T RE - 2 B 2 hE 9T 2

AR A o

& fenr R
K & (Qualified
Government

Information
Source, QGIS)

FHLIIRFORTEE L R ET AR
M- AR NRAT BT RS K KR

PR e SRR AR 2 ’f*a'?#:iﬁ o F oL e
R4 R0 R T P om B R R 2 Kk
Fe M2 F & R E ) o CA/Browser Forum 2.
Guidelines For The Issuance and Management of
Extended Validation Certificates # £ 1+ & * % = & &
BFAGRB M T OTR > ok GEN 25 B
.v» EI // If‘}"b&?&?ﬁﬂﬁ?—ﬁ‘/ﬂa\ °

s w iXE
kR

o @%’éﬁ?ﬁ&?ﬂ % i o zﬁ-ﬁl%@" f ‘%l;\jgl_ia'
v X 18 s
Information ﬁ* %E%ﬂ%wm%uRa
Source, QTIS)
"% #% i& (Random dREBE T A RESY EF AL 112 2
Value) 2_§* & (% > Entropy)sr#icia o
53"_-]1' P oo (1) E‘—g‘-ﬁgﬁ&\?é@ «%_,%27 'E/A —71'*’}%]\4 4 IE] f

(Registration
Authority, RA)

SBIE F R P ¢ R S
g—g‘&ﬂ}fgg ‘]4‘7#@,];*”1-_&’%7‘ 5 IR

B pLRETL o
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Q1 B §FHERLA AL A BEZ &Y
3B EEH -

& 4% { 4% (Re-key
(a certificate))

DAE LA ARSI 2 B Ag2 B o i
¥ R f ﬁr; WiITeho B &4 8 B 3reniG kg2 o

;P &’/&.‘k
(Relying Party)

(1) g2 B®EE 7 * 2@?73:4 iz 2@ 4

5%4(,11,56;@_\%;.:& _ﬁ_—%z ng,)& 222 o mﬂ%@

B ’Eﬁ% E'/A\(_\;t! 14 }gﬂ’,]v}); @jﬁmri\‘/\ﬁ* 4;%7\

I o - B 510K AL P % 57 R
LL 1_§_LL21'+ GIE—]

@8 AW FEEL A EE (kK

VY Gt “rfl B B RRE) T

p"lk“'—- P“E'ﬂ:b?;% o

N

\‘—A:

BT R
(Repository)

(1) * lj'E] i B RENE B REAMEFT 2 2
% #F % kL(Trustworthy System) o [ 2 7 7+ (¥ % Ztk
ﬁ@?miﬁﬁﬂ$1ﬁ¥2ﬁ¥7ﬁ]

(2 ¢ z PERFIREBENY T ADTHRE -

I s )
AR A
(Request Token)

d G P L S SR 2 icie > #(bind)$

R RZ AR R o

TR R R L Y'Y

Fhpwve RN PEAR -

Fhpev e pHB FA RS - o

¢ F R P A A YT B a5 30 % 2
-+

&3 G NR AR 2
;E‘_’éu}l& ﬁ—n = °

% (Required
Website Content)

fftged P2 - o b d BB G T
¥ 2o ; 7
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g IP > ht
(Reserved IP
Addresses)

IANA X T_5 %7 0 IPvd & IPv6 = 5k >
http://www.iana.org/assignments/ipv4-address-
space/ipv4-address-space.xml g

http://www.iana.org/assignments/ipv6-address-
space/ipv6-address-space.xml

\\\ﬁr

)

15 78 s 1k (Revoke

PR R B G T

+ = [ )
ER AN

a Certificate)
ek rgng | eRERI RG] B(ETRE 7 a- A7 L
(Request for bro & R UNIX ot e AL AL

Comments, RFC)

X >R
(Secure Sockets
Layer)

BT AR E m%ﬂ—gih%ﬁ* 1Y Enﬁi#kkf’
fe

C A (Netscape)#a P Web JFl 0 F P TdE ) e
’ =xE‘.f’r*"rtl‘,"\”rl§'—@ﬂ=

EFr2RRERE B TORF AT ERY AT A
Bl o B K& e * R ks 2 (5]4e i HTTP~FTP ~ Telnet %)
R ez 23 SSL w2 b oo SSL R e Bt K
T‘?‘vi}if Z_an gk e B3R o™ 4y @ﬁﬁ_ﬁ,z— NECARES 4,£ﬁm
LE O PIRBWREL e LR MEE R
TLS(Transport Layer Security) 4 _°

ExEw

(Signat S AEMGEES TP UBRBEREE (P Y R
ignature SRR B )2 A
Certificate) AR R )L SR 84
— Brik BB RHARER S o BiEd ¥ 1
- %f@ﬁ‘_ﬁ‘i’f# f&\;ﬁﬁgﬁ_hﬁ.%%;? ; ® ;gl_ ﬁv;i SRR | f&;ﬁﬁﬁ’fﬁ
(Subordinate CA) G
ENNQ B o

* = (Subscriber)

LT B @ dR( A rU) B A S B R
* RN A R Y

()&% ¥ “H{ /M 2 14

()G L@ T 2 F Sgtn ¥ £ % £
CIS AR TIT IR

FpEt A ¥ E
a4 (Technical
Non-Repudiation)

DB &S CTR B TR
2% 2 PRF% o

FpUAETFT R
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= %7 (Threat)

HEA o7 a@g T (s HFE-HE-EL L
AR JRAY)hiE RN AT B o T A 53R
= %*(Inside Threat) s ¢} 2% = 4 (Outside Threat) - p 2%
U RE LU T RS E TR RO
B RAAIEGIRIEE S N I HT A ke
ob 2% é\"#"“‘»“’}ﬂ IR NG - ﬁ’F‘ ok K
PB4 (¢ R TR O~ e BIE
B A 2 FEETIRAL) B RY o

pF 8% (Time-stamp)

SR TR A SR AN A

B AR PR b

> EARDE S
A

@ﬁ%ii
(Transport Layer
Security, TLS)

¢ IETF #-SSL3.0 4 %4137 & RFC2246 » i #-H 4
% TLS 1.0 f % t5 4+ RFC 5246 2 RFC 6176 {
37k o 7 TLS 1.2 ¥ %« 2018 & IETF 2 2 3%
4=~ RFC 8446 » 7 TLS 1.3t %o

g H
(Trust List)

v G é'F)&\:E_’ /}zﬁ » 15 i?’@‘zﬂ-ﬂ? "R

G R

BTG A & 2T L BiEs S

(Trusted BBz o WAIREY Te Z OB AT NG R
Certificate) BT 2 Azdi o~ AL G £ ASR o

5 TR T RA A B Z ARA
GRER () %20 » B2 3% 4 Ap§ iRt i o

(Trustworthy
System)

R #HELETHTHHE TR
B) i = F I T -
(4)¥r — S 5 A TR T 2 EHE - Ko

IR F o

3BT
(Unmterrupted

Power
System,UPS)

ERA B A (B E  F ST T 2 R e
RGP RAEEE TR LA E o PIRE R L
BEMEXF AR B RED BFEE T p LY
Bl 4 o R BT REL L I o

% 7& (Validation)

Y o Bl AR o S A58 B (identification)
e g 2 REY b AT R
[RFC 3647]

WHOIS

i# % RFC 3912 & WHOIS - RFC 7482 »
RDAP(Registry Data Access Protocol) &« HTTPS & k>
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o 'P—nié z ]a-*): TIPS HE e I B IZ 4845 (Registry)
z = 2

+ \‘l\:q’ ?’} 2.3 %’Fll‘ %'F‘!\/—‘l E3

gk
% & 1 (Zeroize) fi:
P
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4% 3 - HIPKICA 1§ 3 4 o fff -3

HIPKICA &2 Gz srig ¥ 2. L =% Hp g o ﬁrﬁ@ ITU-T
X.509 ~ Baseline Requirements 2 RFC 5280 &+ ;\ 5% 2_ 4p B 2L 2_o

HIPKICA 7 n3F &% Tt B2 5% -
(1) B2 LB o 5 A2 Y 30 TR R 2

g

2 BrzprFe T FECRBREMCEERT A S
HIPKICAZ 32 3% 3,

() BHEAM LW 2T * LN EBFELHY LF N 3
pIR LA R IP R o

HiPKICA ~ /4 %,‘ﬁ#%;r«’* TX509 v3 i 23 iF 44
&% P R (Certificate Transparency, CT) » #aj2 4o

(1) " Be#EPH D ERFC 69627 T £ 2 & A4t F 8%

R FERFIEKBPEREEP AP RFIRE  FH Buw
CREEMER

2 #e By BB RERATL FRBEFRHEITEBEL
FE X509 v3FF L i 0 T3
BB EL B E

() # i (FE I 2 2 FEBHEE HEBEEP A2 TX509 v3
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e 310 BRI HER

7}21 2& Pﬁ_b\gﬁ_ P& ® z@ 2 ,,ta ’ﬁ‘
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HIPKICA % 7 2
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B 116 4 2
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(D) 1B 5B

e i B E | B4R rE
BB A H
B £ w45 | Optional N BB AME éﬁ;’*"w B h et p
BRI
| 3] ’—lﬂ G E Z_ 2 SHA 1 iﬁ?(%‘
CEE MUST N REEPEL = F L4
(Subject Key Identlfler) =8
£ ! bject T =CA
mARE MUST y | SubjectType .
(Basic Constraints) Path Length Constraint=None
R LA
m keyCertSign(< &)
e ik MUST Y
£4" & m CRLSign(x &)
m digitalSignature(¥ :£)
(2 BRI B ER
S ES 12 SR | WAL M %
PCAE L T AR BB o
W AT(E)RE R BHL 2F &4
B EWH £ KB MUST N SHA 12%2@ > HEE237(E)1RE
gl e L
%}%w*ﬁf“l“l’\ BRI
BEEDIRE#E S o F £ 4 SHA-L
3R & R 7S MUST N g;% EH
o &%"L F }?#ﬂ!" 2 ,Fq)&—}ﬁ \;l-7 ;&—;3}%\&/
(CRL Dlstrlbutlon MUST N ; E}i)r i f
. ZE AR 1A
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L ed
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(BB R BEL T
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-%ﬂﬁﬁ@%%ﬁ%ﬁﬁ*ﬁpﬁ
Sk AP TB A PRI e nl (7
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P R RS EGNREEYR
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A ST T
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SRR G A
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BFE2 A AR L
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T
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oot = & B M4t mE
PSR e R T BB R
=1 fﬁ%f?f’* BT OuFER T 20§
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* ]}/{a‘\m T * AR ﬂw%%%@:
N2 enk o GEFTR P RN e
/3\ .
B T ¥
CA/Browser Forum T_& 2RI
?fiff;” fi%uj%% » ,jg_bia B z&—zﬁfk\P
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mAAHERBHEICRL TAZBHE
FCR P A (7 E)
NE N Rl N S
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NE N Rl N S
m keyCertSign(< &)
E4r MUST Y :
m cRLSign(= &)
m digitalSignature(¥ %)
Subject Type=CA
R AL MUST Y _
2 ! Path Length Constraint=0
(4) 2 3%%
S LRE | MR %
PP T SRR B
B3z c+m@ B 2B 4;@% SHA-
BEPHE £ YAE | MUST N Lz HEFEPEEBED &
B2 LR MG A
FRAPF
I REEHE z. = B % 4 SHA-
ERE - B¥ MUST N © I REREPEL AR 24
134208
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BREPHET s> MUST N R T E- TR
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oot = % B M4t mE
W BB & BEL T R
(7 iE)
WIS T 2 SRR
Akt A 3 PR AR enie k(7 1E)
PP MR T LR E
BipRiE wﬁﬁMTw*@*
2B Eakn g VALIRE R
j\:% * Jﬁ:aim VN R ff—r-r AIEFE
RAE L2 fen o BRI 2R
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moh A E KRG K 2
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e 3-2 1 * 2

HIPKICA = Bl 5 o 2 TLS % HEw2 2 ok
W%T?%*%%ﬁﬂﬁ%zﬁﬁﬂﬁﬁuﬂ%w%ﬁﬁﬁwﬁeiﬁ,
LI .

PER 1 o B | B rE

PR I EARHRAR o

Wire T BIeE R L 2 F £ 4 SHA-
G £ MBS | MUST N |1xiiE BEFaT HEERELER
2 AR E MBI N TR 2

1P e

R Py -0 Optional | N | * =2 &@F &4 SHA-L 3% i

“%‘Wﬁ**ﬁ%T%@%%ﬁ@

H Z_ 7& J]:;C ﬁ\#ﬂ ;_‘l"i\.V—JJ,{;ﬂ; ) 5&)&’73

TR LA 0 R ATE

FRME L 2 gent o BEFRS BB
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& TR MUST N [ BN S e O = < U B S
CA/Browser Forum #_% 2_ & # 5T %
;}'ﬂ x»"\“%! | FE o ,‘EL;'? E )&F)ﬁ‘fgﬁ_‘mljﬁ
o2 dviriel B(eR)

B oA A AHERBHEITR TLA 2L IGHE
FELRE 2P ('\?‘ iE)

TRBEB S 2 B RA L FP

BFE R FP A RE | MUST N e pb

S
BB G T (e E)

m TR ER TR R MR B R
fE 5 %t 3 PRAR e pb (7 i)

BEBHT RS MUST N
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W oey ~
BRI MUST N B LAEAF Y
Subject Type=End Entity
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m digitalSignature(«z & )

m keyEncipherment(+ i%)
—fﬁ—cgu NP 44y s ECDSA 2 B

$ﬁ%£¢ g5

| dlgltalslgnature

LA E G

L ¥ R MUST N m id-kp-serverAuth(:¢ &)
m id-kp-clientAuth(¥ :£)
C REERRE _ Lujy%,uﬁal«qwr%ﬂ;\d HBEEED
(Signed Certificate Optional N I gpimErigs c §EERR
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“t4% 4 : BRs-Section 1.2.1 Revisions %P %

MTE LB E IR 3747 4R 2. Baseline Requirements 4% A& %

2.1.5 5% o

Ver. | Ballot | Description Adopted Effective*

2.0.6 | SC75 | Pre-sign linting 28-Jun-2024 | 6-Aug-2024

2.0.7 | SC67 | Require Multi-Perspective Issuance Corroboration | 2-Aug-2024 | 6-Sep-2024

208 | SC77 Update WebTrust Audit name in Section 8.4 and 2-Sep-2024 9-0ct-2024
References

209 | sC78 Subject organizationName alignment for DBA / 2-0ct-2024 | 8-Nov-2024
Assumed Name

2.1.0 | SC76 | Clarify and improve OCSP requirements 26-Sep-2024 | 14-Nov-2024
Allow more than one Certificate Policy in a Cross-

2111 SCT9 | centified Subordinate CA Certificate 30-Sep-2024 | 14-Nov-2024
Strengthen WHOIS lookups and Sunset Methods

2.1.2 | SC80 39949and3.22415 7-Nov-2024 | 16-Dec-2024

2.1.3 | SC83 | Winter 2024-2025 Cleanup Ballot 23-Jan-2025 | 24-Feb-2025

214 | sCs4 DNS Labeled with ACME Account ID Validation 28-Jan-2025 1-Mar-2025
Method

215 | sC81 Introduce Schedule of Reducing Validity and Data 11-Apr-2025 | 16-May-2025
Reuse Periods
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