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Linux Apache § # 3 RHH % (7% p

© LI

1.

B 4ot o 3Fa R & OpenSSL ek A2 3 < 3] Heartbleed Bug %7

FBogv By~ T Ap £ Kk FEi & OpenSSL ek & o F G ehik & 5

Heartbleed Bug » 223 A 2 & B4R m A » B (T 10T 3 iT o

$ openssl version

P 2#F 0 1.0.1~1.0.1f/1.0.2-beta ~ 1.0.2-betal

B4 A~ 1 1.0.1g/ 1.0.2-beta2 12 1S

HRE TR KA btk AL BE PR T

$ sudo openssl genrsa -des3 -out server.key 2048

o KenSSL G #-38 » F {370 F > R T LY B - BaTeh
'ET?JFi Lo L RPFTHITHEIEI L 0 NEFLR TR D
server.key 4 % &

® RFFRMBERS R RSA2048 i A(F) Lt 4R A& o

OpENES

JpenSSLl> exit
[root@Franklin binl# openssl genrsa -des3d -out server.key 2848
senerating R5A private key, ZH48 bit long modulus

++++++
++++++
i= 65537 (Bx18881)
Enter PEM pass phrase:
erifying password - Enter PEM pass phrase:
[root@Franklin binl# _

RE=EE > §A22L BMhE o Fh L 5 serverkey » ISR E R
BEFELLE R o 2L ARNEBHEY Fib kAL o PFET Jc
g ER-ERZR Y FREATRDY FI AL EIEE -

FRE TR 0 A IR E AR

$ openssl req -new -key <server.key B:fZ> -out <certreq.ixt g i# B /5>

# openssl req -new -key =serwver.
gsing configuration from ~usr-ssharersssl- openssl.cnf
nter PEM pass phrase:
ouw are about to be asked to enter information that will be incorporate
into your certificate request.
hat you are about to enter is what is called a Distinguizhed Hame or a
here are gquite a few fields but you can leave some blank
or some fields there will be a default wvalue,

If you enter '.’, the field will be left bhlank.

ountry Hame (2 letter code) [GE1:TW

Gtate or Province Mame (full name) [Berkshirel:Taiwan

ocality Mame (eg, city) [Newburyl:Taipei

Irganization Name (eg, company) [My Company Ltd1:CHT

Irganizational Unit Mame (eg, section) []l:Information

ommon Mame (eg, your name or your server’'s hostname) []:www.abc.com.tw




Email Address [1:test@test.com.tw

Please enter the following "extra’ attributes

o0 be sent with your certificate request
i challenge password [1:
fin optional company name []1:

FARRARRNP R EGRA O RFRRE G E TR TR

Country Name: #w > TW

State or Province Name: 7 7 &3 > ¥ Enter pbif

Locality Name: ¥ 7 (ex: Taipei City)

Organization Name: s ¢ f(ex: Chunghwa Telecom Co., Ltd.)
Organization Unit Name: ¥ i ¢ #(ex: Information Department)
Common Name: i = T f(ex: www.test.com.tw)

Email Address: ¥ 7 i > f& Enter Bti§

A challenge password: 7 7 &3 > ¥ Enter pbif

An optional company name: 7 % & 3 > & Enter B*:i§

- R EF T (certrequixt) W (TR S 0 @ P BEF I ET AR 4?%;

7R #E R PRI 2 (https:/chtcahinet.net/) & P e T3P ¥ 55~ SSL UG -
FHWETL T LE =Y 5 SSL ’@véﬁiﬁ ’ %‘44'\41—."4"—?‘ C F‘“é’am* # H
ZFAAE ISI4-PIRERY rlERY /A ER N

AARP 1 ¢ BTGB EGAAERIRIEL AR ¢ BB EF KA o
SR A4 A g f&;’é;ﬁﬁ% RO LT A A e
BT O~ e %k F‘Xﬂn Bz e b e r»7f]a_(Fully Qualified Domain Name,
FQDN) & # » & e 43047 § 4 ch SSL @ &AL m%r;ﬂ ATy AR A -
(Subject Name) 2. - #& ¢ # (Common Name) & !§ 3% i 48 & % (Subject
Alternative Name) & # =] -

AOLRE 20 EEY S el SSL G F el SSL G WR R A2

UG s Fn( 2 2 e b 2 B e L )lmf?ﬂﬁiﬂgfa’ W& s
S F VLT L IEPRE‘??I‘“‘#? R LM i
RS CRFHREDE LB LS A RES TEFNEEE
?‘“’vﬁ‘ﬁm‘gf‘%‘ﬁvm"bl”b ek 2 7fF_;—,ta OB b4kt SSL & R 3

* % % SSL g ¥ 4t A 4 Bz b o L RF R E{ERER
X BB AR R PIREZ B B a7 25 2P AT SIS
7‘\? 7P HHEE PR 48 caservice@cht.com.tw 3 B 0 7 F & & B iesbak S
“’KA,\ J)_?)r -} )&—}X’L-}\*éj
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Linux Apache §# % %X+ p

- ~TBH P 4 ¢ § 35 EH 0 A % (1) HiPKI Root CA - G1(ePKI Root %
%“ﬁiﬁ“mel@ BH Y S5 3) ~ (QHIPKI OV TLS CA ¥ %5 %
(¢ % & HiPKI OV TLS &% =¥ < f £ 5 3)2 (3)OV TLS CA # % %
¥ mSSL PIREEBE > VHELT S ,Eé:s PO : iR

1.

BEE AP 2L 7 BT R AT I 45 € 2FEHEE i@i‘fﬁ
W BEEG ¢4 3 BM% 0 A 8L HRCA R E (M & 5

HRCA b64.crt) ~ OV TL SCA ¥ %5 % (4 ¢ » OVTLSCAL_b64.crt) e

2 xl SSL RIREBHWMEFEGE LS 32 BEEF TS > L LBER

5L) °

FAYPETR2LBE > N EFHRPAY FLTIFLAE DT RAE

TS 14-15 p;a@;@@r ﬁ;\rgéﬁlé’z 228 o —sl_/_)az_—;h‘%{ ] ?’ T3 J}"T?\.')&gﬁg

@@ﬂ"ﬁﬁ% v R 1@‘19? BRI ER A3 B K

HiPKI Root CA - G1(ePKI Root & # % ¢ &% 7 HIPKI G ¢ 27 <&

#)E ¥ 173 https://eca.hinet. net/download/eCAl -to-HRCAl.crt ™+ i\

44»\&"‘? https //chtca.hinet.net/index.html — %% & — RootCA &% ~ &

AL e 2 B AP B R

15 2%

https://eca.hinet.net/repository-h/download/HRCA_b64.crt

eCA-G1 %% HiPKIRCA-G1 =% = /5% (RSA 4096 w/SHA-256)

J& e =k https://chtca.hinet.net/index.html — #FE — <3 CAB#H »
=B CABHEE M T

LR S A

https://eca.hinet.net/download/eCA1-to-HRCA.crt

HiPKI OV TLS CA-G1 &3 (RSA 4096 w/SHA-256)

L S A

https://eca.hinet. net/repositorv-h/download/OVTLSCA1_b64.crt
SSLIGETF 1 EFA AP 2L 87 o 51 CHTCA 3 2f2hiE "TLS &
wol h s T o (T SSLEET I

FRAY FLT R 2R 1 fFFRE 2 PIRE > 2
https://chtra.cht.com.tw/ B:E " gz e+ »iv¥ > L 2E T1@E 43 o
T § SSL &% -



https://eca.hinet.net/download/eCA1-to-HRCA1.crt
https://chtca.hinet.net/index.html
https://eca.hinet.net/repository-h/download/HRCA_b64.crt
https://chtca.hinet.net/index.html
https://eca.hinet.net/download/eCA1-to-HRCA1.crt
https://eca.hinet.net/repository-h/download/OVTLSCA1_b64.crt

- “SSL @ i

1.

#- server.key ~ eCAl-to-HRCA1L.crt ~ OVTLSCAL _b64.crt ~ SSL & PR %/
#5321 w #icF .cen I 4F 2 7R & (ext Jetc/ssl/webssl/) » 3

12 #x httpd-ssl.conf (4 % ¥ it =% % <apache % #F % >/conf/extra/httpd-
ssl.conf)

command line *7 # I 4 T _F #* % ( ex: /etc/ssl/webssl/) » #- eCAl-to-

HRCAl.crt & ~ OVTLSCAL b64.crt 5z -

Windows $4 {7147 35 £

type eCAl-to-HRCAL.crt >> OVTLSCAL1 h64.crt

Linux $4 7 27 35 £

cat eCAl-to-HRCAL.crt >> OVTLSCA1_b64.crt

Bl T = B SBT3 A

SSLCertificateFile : FIR BB B F RIS E #hE H

SSLCertificateKeyFile : $ % &4t KB/ fhk 4

SSLCertificateChainFile : ¥ Q@A K BT 2 Ak LA (KA 3 T4

4 e OVTLSCAL_b64.crt)

¥ LA iz® SSLCertificateKeyFile *7ip» ch& g2 FEF 4 E*
kA2 BHEFRHCSR W)l - B ol FRIRRE A2
SSL -

& ATFxd Apache

lusr/local/apache/bin/apachectl stop

{usr/local/apache/bin/apachectl start

> # {5 0 S https @ M GEE S R AE o

X RREORREFH BT FR WP VB EER https ¢ port-

M 28 kSl M Client (GBI 3 HRCA 4 Server ~ % § &
Browser)Z & % % HRCA G # -
Android : 3 53 B AT - £ * Chrome » ¥ B ECh & { 77
i0S @ 32 & 3 B AT

& &_Server #ict T g HELE

RiEE

https://eca.hinet.net/download/ROOTeCA_64.crt

i A
https://eca.hinet.net/download/eCA1-to-HRCA1.crt

VMg 2

https://eca.hinet.net/repository-h/download/ OVTLSCA1_b64.crt



https://eca.hinet.net/download/ROOTeCA_64.crt
https://eca.hinet.net/download/eCA1-to-HRCA1.crt
https://eca.hinet.net/repository-h/download/OVTLSCA1_b64.crt
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Windows Apache § ﬁ;‘ﬁ-‘kﬁg wWigLp

-~ WivEEF A
1. B4 o 5FaiL & OpenSSL ek A& 2 3 < 3| Heartbleed Bug %’
- %J ~ u*f;fﬁ Kk FEi & OpenSSL ek & o F G ehik & 5
Heartbleed Bug » 223 £ 2 ST A » L (7117 3% iF o
$ openssl version
f,!’;fg{‘%@ ©1.0.1 ~1.0.1f/ 1.0.2-beta ~ 1.0.2-betal
iRk A 1 1.0.1g/ 1.0.2-beta2 14 18

] HEEEA S C:\Windowsisystem32cmd exe
C:>cd Apache245bin k

C:“ApacheZ4~hin>openszl version
WARMING: can't open config file: c:rsopenszl-1_B.1m—win3d2- szl /0penszl.cnf
OpenSSL 1. 68.1m 17 Har 20815

C:“Apache24shin

2. FREMTIE KA B4R BIRE AL LG VPP T

$ openssl genrsa -out <server.key ¥ i BEF=> 2048

% K& ¢h SSL ’&?"?Pﬁﬁ-i'lﬂP ' 3 1% B ERT NI B - BRTOFTH
oL AP FTRITREI L UBALRY &P hoserverkey B R

&
W
E o
=

PR RS A 0 i * RSA2048 A (5)14} AL R -
F] Windows & 52T 53 Apache 2R+ % 2453/ > A2 3 # B
2 PEM 258 e % 2 45(£ B E & RSA 2048 =)



AWind owsisystem 32w md exe
C:x>cd Apache24vbin

C:-“ApacheZd4~hinXopensz]l version
WARMING: can’'t open config file: c:ropenssl-1.8.imwin32/sslropenssl.cnf
OpenSSL 1. 8.1m 19 Mar 2015

C:-“Apache24~bin>opensz]l genrsa —out C: S8l zerver_key 2048

WARMING: can’'t open config file: c:vopenssl-1.8.1mwin32rsslropenssl.cnf
Loading ‘screen’ inte random state — done

Generating RS5A private key,. 2848 hit long modulus

C:-“Apache24~hin¥

B RERY 0 F

i)



FRE T RL 0 R 2GR

#4541 Apache % % P £ 5 openssl.cnf

$ set OPENSSL_CONF=<openssl.cnf #7 g2 5>

$ openssl req -new -key <server.key E:/=> -out <certreq.txt #% iz B2 /2>

e BREER 5 CAWindowsieystem32\cmd exe

C:“ApacheZ2d4~bhin>openss]l vreq —new —key C: ESLyserver.key —out C: S8Lcertreq.txt l’
WARNING: can‘t open config file: c:sopensszl-1.8.1mwin3d2 szl openssl.cnf
lInable to load config info from c:isopenssl-1.A.1m—win32- szl openssl.cnf

C:-“Apache24~bin>zset OPENSSL_COMF=C:“ApacheZ4-conf openzzl.cnf

C:“Apache24~bin>opensz]l req —new —key C:~S35Lsserver_key —out G- SSLhcertreqg.txt
Loading ’screen’ inteo random state — done

You are about to be asked to enter information that will be incorporated

into your certificate reguest.

llhat you are about to enter is what is called a Distinguizhed Mame or a DH.
There are guite a few Fields but you can leave some blank

For some fields there will be a default value.

If you enter *.’. the field will be left blank.

Country Mame <2 letter code> [AU1:TUW

State or Province Mame (full name> [Some—Statel:

Locality Mame <eg, city> [1:Taipei

Organization Mame (eg. company? [Internet Widgits Pty Ltd1:CHT
Organizational Unit Mame <eg, section? [l:Information

Common Hame €<e.g. server FQDN or YOUR name) [1:www.test.com.tw
Email Address [1:

Please enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password [1:

An optional company name [1:

C:“Apache24~bhin>

3 R BNEE- SR
Country Name: =~ TW

State or Province Name: 7 7 & 3E > ¥ Enter p*:F

Locality Name: 7 (ex: Taipei City)

Organization Name: s 8% ¢ f(ex: Chunghwa Telecom Co., Ltd.)
Organization Unit Name: H i ¢ #(ex: Information Department)
Common Name: i F(ex: www.test.com.tw)

Email Address: ¥ 7 # > 3% Enter ptif

A challenge password: 7 % &3 > 4% Enter Bt

An optional company name: 7 % & 3 > 3% Enter &



=~ EE G ME(certreqtx) | TR A 0 R BEF ALY FRTL R £ 4K

FA#E R PRAR 2k (https://chtca.hinet.net/) % PB4 | 3P ¥ 3 SSL G # -
ERw BT P LH f;.%ssmaﬁ—g ’ Mui» v Mm—r%\
2 FAAE ISI4-PIRERY iliEEY /R HHE RN

HARM 1 ¢ BT ﬁ\ﬁ$%éﬁf”mﬁ\ﬂﬁgﬁﬁﬁvzﬁ%ﬂm

SR B 3§ T BRI 0 MU L TR R L g
B AT O ihle E‘)IL g 2ve & el LA (Fully Quahﬁed Domain Name,
FQDN) &z # » Fiefi 7% 4 h SSL G @A & O = [4r&F 1 M 2

(Subject Name) 2. - 4 ¢ #i (Common Name) & & # 1 %8 %] 7 (Subject
Alternative Name) & #f -] -

WA 2EERY 5 e SSLBHEA Y R SSLEFE S HFE A2

1B azEF (AL BHEF L ERRAFEDFIREZ W1 H 244
FREGERAI PIRBERERE > SR EHKE S F LBEFT M B
l}i‘sﬁﬁé s F B E E e fﬂﬁ-f‘@’ﬁ B g 12 ’"Tﬁ])ﬁm)@‘:& 7
OO TR R 2t B LR SR 40 SSLSHER - B
iﬁ% K SSL G r 4@ A 2 GG RipL b LR T EHKEEBER D

SEANHUL ST RRGPIRFEL BN BT AT LI AP T B L
ﬂ\"‘g 18P s P PR 4 caservice@cht.comitw R 0 3 F & & B Aesbal o
FoA A A BT

»

-

10



Windows Apache % %< p

-~ T EER 4R ¢ 7 3RERE 0 A B A(DHRCA 12§ 3% (HiPKI Root CA &
;%_ 5 f]}a{t’ =7 5 HIPKI &g 27 < p % I§%) ~ (2HIPKIOV TLS CA
VR (Y L% HIPKIOVTLS i F ¢ g £153#)% (3)OVTLS CA
EaLr 2 mSSL PIREBRFE FHENT IS N2 - B F
1. “”“*\ﬂL%”’ﬁmﬁﬁ‘ﬁiiﬂﬁﬁﬁgﬁﬁﬁwgﬁﬁﬁ
AR ¢ 45 3 BAE% 0 4 W HRCA RE R L5
HRCA b64.crt) ~ OV TL SCA ¢ % # (% + = OVTLSCAL_b64.crt) £
* ol SSL WIREHREHEGFE LS 32 BREF e o L EEBER
5L) e
FA?PERR2BE S RPIAY LR FAE AT ALE
"IS14-FRRBRET HWERY F/REHHE T T T T PR A
@@ﬂrﬁ*ﬁ ’ ﬁ*@»ﬁﬁlv? MEBBigEe A3 BihE -
HiPKI Root CA - G1(ePKI Root % % % ¢ #7 7 HIPKI &% *F: 2wl
#)7 ¥ 731 https://eca.hinet. net/download/eCAl -to-HRCAl.crt ™ i\
2. 44»\}%"&« https //chtca.hinet.net/index.html — #% 7% & — Root CA &%
BEALFE 2 HARM TR
,F‘l i&;}ﬁ :
https://eca.hinet.net/repository-h/download/HRCA_b64.crt

eCA-G1 %% HiPKIRCA-G1 =% = /5% (RSA 4096 w/SHA-256)

J& e =k https://chtca.hinet.net/index.html —» #3E — 33 CAG#HE~T
B CAR#EZ HApH T

LR S A

https://eca.hinet.net/download/eCA1-to-HRCA.crt

HiPKI OV TLS CA-G1 &3 (RSA 4096 w/SHA-256)

L S A

https://eca.hinet. net/repositorv-h/download/OVTLSCA1_b64.crt
SSLIGETF 1 EFA AP 2L 87 o 51 CHTCA 3 2f2hiE "TLS &
wol h s T o (T SSLEET I

FRE?Y #FL R 21 f FFRE -2 PIRE > 2
https://chtra.cht.com.tw/ B:iF "G ze+ 3 iv¥ > A gE N5 43
T § SSL &% -
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https://chtca.hinet.net/index.html
https://eca.hinet.net/repository-h/download/HRCA_b64.crt
https://chtca.hinet.net/index.html
https://eca.hinet.net/download/eCA1-to-HRCA1.crt
https://eca.hinet.net/repository-h/download/OVTLSCA1_b64.crt

- “SSL @ i

1.

#- server.key ~ eCAl-to-HRCAL.crt ~ OVTLSCA1_b64.crt ~ SSL PR B/

(-5 32 BEET cenNB I HF LT AL A (ex: C\SSLY) » 112 i F a2

i% #< httpd-ssl.conf (F4, % 7 it =% %

<apache % %t j&>/conf/extra/httpd-ssl.conf)

command line *7 # I 4 T_F #* % ( ex: /etc/ssl/webssl/) » #- eCAl-to-

HRCAl.crt & ~ OVTLSCAL b64.crt 5z -

Windows #% {7 71 F 35 £

type eCAl-to-HRCAL.crt >> OVTLSCAL b64.crt

Linux $4 {7127 45 4

cat eCAl-to-HRCAL.crt >> OVTLSCA1_b64.crt

BT T = B ST A

SSLCertificateFile : &' JR B8 #F 4 S B 122 fh % L AL

SSLCertificateKeyFile : # % £ s F K IL2 % &

SSLCertificateChainFile : ¢ & Fhn F L2 #hk A (B33 “TA

4 e OVTLSCAL_b64.crt)

¥ LA iz® SSLCertificateKeyFile *7ip» ch& g2 FEF 4 E*
kA2 BEFRH(CSR H)ehlk - B L4 FRIHRZIHE2
SSL -

B htipd-ssl.conf - EIFHR =10 %]
EER REE B0 WRe HAH)
SeLEngine on N

Server Certificate:

Foint SSLCertificateFile at a PEM encoded certificate. If
the certificate iz encrypted, then vou will be prompted for a
pags phrase. HNote that a kill -HUP will prompt again. EKeep

can configure both in parallel (to alzo allow the nee of DSA
ciphers, etc.)

Sone ECC cipher suites (http:/fwww. letf.ore/rfc/ricdd92. tut)
require an BCC certificate which can also be configured in
parallel.

FoSllertificateFile "c:fhpache2dicontffeerver.crt”
FoSllertificateFile "c:fhpache2dfconf/eerver-dea.crt”
FotllertificateFile "cifipache2dfcont/gerver-ecc.crt”
sollertificateFile "C:fSSL/zerver.crt”

T TH He e THe THe T SHe He THe

Server Private Eew:

[f the kev iz not combined with the certificate, uze this
directive to point at the kev file. EKeep in mind that if
vou've both a ESA and a D54 private key vou can configure
both in parallel (te alzo allow the wze of DS ciphers, etc.)

e e He T T

in mind that if wov have both an ES4 and a D54 certificate von

|

[l

12




B hitpd =1 conf - K i =] 3|

HWEF REE BAO WRE HEH)

B
# Server Private Key:
# If the kev i= not combined with the certificate, uze this
# directive to point at the key file. EKeep in mnind that if
#  wvou've both a RSA and a D84 private key wou can configure
#  both in parallel {to alzo allow the uze of DSL ciphers, etc.)
# ECC kevs, when in ume, can alzo be configured in parallel
FoSLlertificatekevyFile "cifbpache2d/configerver. key"
FoSllertificatelevyFile "crfbpache?d/conffgerver-daa key"
#55lCertificateleyFile "c:/fbpacheZ2d/conf/zerver-ecc. key"
moLlertificatekevFile "C: /550 zerver . key" _J
#  Server Certificate Chain:
# Foint SSLCertificateChainFile at a file containing the
# concatenation of PEM encoded Ch certificates which form the
# certificate chain for the zerver certificate. Alternatively
#  the referenced file can be the zame azg S5LCertificateFile
#  when the Ch certificates are directly appended to the zerver
# certificate for convenience.
#Fo5lCertificateChainFile "c:fbhvached/confizerver-ca.crt”
meLlertificateChainFile "C: /550 intermediate.crt”

hd

& ATExd Apache

= F 18 F0L https W AR EEFE A BT o

M OBRREARBER BTN G L0P VBB AR hitps ¢ port

W 28 ksl Mmen Client (R 24 HRCA ¢ Server ~ % § &
Browser)E & % % HRCA 1§ # -
Android : 3 53 B AT - £ * Chrome » ¥ B ECh & { 77
iOS @ = &3 &ATK

2 §_Server X £ T gL

REE -

https://eca.hinet.net/download/ROOTeCA 64.crt

vl

https://eca.hinet.net/download/eCA1-to-HRCA.crt

vosg

https://eca.hinet.net/repository-h/download/ OVTLSCA1_b64.crt

Z S ESSLE rREER

PP SA PRI A T F R farcT) SSL B P AT FEEp 2
F1SSL % 2IEE T X EWP o Mpesp SSL T 2R EET I EAH > e
TR T ekt % X SSLIGE AR LB TR -
FPEREOP Fadkeihk o YL E T NI RE LT
WEH TISIA-PIRER" HrdERY /2 #H | »r7 L SSLIGR ¢ 4045 %
® 1 SSLSealispec.txt » #-4e zk SSL % 230 R £ K35 o
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https://eca.hinet.net/download/ROOTeCA_64.crt
https://eca.hinet.net/download/eCA1-to-HRCA1.crt
https://eca.hinet.net/repository-h/download/OVTLSCA1_b64.crt

it~ 13k R SSL % 2 e

Apache # * OpenSSL ¢4 % £ i Rk gAF 4L 4c % > @ Apache 4v % £ % ehig
# ig B ¥ % http.conf 2% Z_http-ssl.conf ® 7 SSLCipherSuite 4% 3| -

3% &L THIGH:MEDIUM:laNULL:IMDS | » & b 588 %
(HIGH encryption cipher suites » 4 AES 256 bit) ~ 4c @352 & 7 |
(MEDIUM encryption cipher suites > 4= AES 128 bit)sv/ 5 > F]ypt > © &
OpenSSL L3 AES256bit e 2 2 2 5 % FRE??E‘&UI* ¢ ijLig* AES
256bit » * F B fPAFphK 0 wF & & & OpenSSL ik A& o

OpenSSL % 0.9.7 "B 4% #  AES Cipher Suites » ;ﬁ-ﬁ | a‘% L ¥ h
OpenSSL %% & §_% & >+ 0.9.7 [ openssl version | -

14



W= D% SSLv3.0

OpenSSL 1.0.1j 5= & 5 4%+ POODLE 3 B2 7 i 4f > [ 7 £ & I 5 { A7
OpenSSL 5= & & iz % SSIv3.0 > & §_ 8 # iz * SSLv3.0 -

4 B fz http.conf 2 &_http-ssl.conf 4 % > I 35 3

“SSLProtocol all -SSLv2” » H & & Z %75 SSL i 2 2 > a‘r"‘,f SSLv2.0 -
Flpb o> & 2% SSLv3.00 N &M F itz i

“SSLProtocol all -SSLv2 -SSLv3” » & #7x# Apache ¥ o

550 Protocol support:

List the protocol versions which clients are allowed to
connect with., Disable SSLv2 by default {(cf. RFC 6176).
ssLProtocol all —=SSLvE —55Lva]

frbem A fe o TR RIELE (3L 1-322) 7Rl 5 SSLv3.0 £ F ¢©

= oo

L TR R RS & » IRHIRY SR |
http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh 5 4 % %
faHe B PR B =h SSL 2  eh1 & & (1) TestSSLServer

( http://www.bolet.org/TestSSLServer/ ) (2) QUALYS SSL LABS SSL
Server Test # P 1 £ (https://www.ssllabs.com/ssltest/index.html, » &_
CA/Browser Forum ¢ zhiE 2% g Pl 1 £)F P P IR BT * 24 B35
T F12014 F 10 * ¢ W4 7 SSLv3 4Rk 3 ¥ A sl
B> 33 BL4%. CVE-2014-3566 (POODLE) » #xiz 3 # & ¢ * SSLV3
B %0 e TLS B ATH: 2o

X 2:

1) A 2 H T 2R EL LR SSLV3 227 £
https://zmap.io/sslv3/browsers.html 2_ & < FHP

(2) 42 % I https:/dev.ssllabs.com/ssltest/viewMyClient.html ¥ 4 2] i * = 4
2 FEELT C 5isr SSLV3.

(B) #EAIEFTEF 1 E5] —> $HREEFRE - B} > £ 2P
W 4ER* SSLV3 &g * SSLV2> & 4% T Rk T (BHp (il
FRPFu® > gaRpERe Rl
http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh )
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