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redirectPort="8443" />
<t-- A "Connector™ using the shared thread pool-->
{--
<{Connector executor="tomcatThreadPool"
port="8680" protocol="HTTP/1.1"
connectionTimeout="2008080"
redirectPort="8443" />
-
{t-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

{Connector port=""8443" protocol="HTTP/1.1" SSLEnabled=""true"
maxThreads="158" scheme="https" secure="true"
keystoreFile="D:%.keystore" keystorePass="your password"
clientAuth="false" sslProtocol="TLS" />

{t-- Define an AJP 1.3 Connector on port 86889 -->
<{Connector port="86009" protocol="AJP/1.3" redirectPort="8443" />

<{t-- An Engine represents the entry point {within Catalina) that processes
every request. The Engine implementation for Tomcat stand alone
analyzes the HTTP headers included with the request, and passes them
on to the appropriate Host (virtual host).
Documentation at fdocs/config/engine.html —->
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® £ iz %tomcat HOME%\conf\server.xml
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€ sslProtocols="TLSv1,TLSv1.1,TLSv1.2” % #&
B EE#* h Tomeat %< & 5 6(6.0.38 2 13)s 7
€ sslEnabledProtocols="TLSv1,TLSv1.1,TLSv1.2” % #&

P serverxml - R4

HBER REE #30 R0 SHAW
<{*-- A "Connector™” using the shared thread pool--> ~
{r--
{Connector executor="tomcatThreadPool"
port="8880" protocol="HTTP/1.1"
connectionTimeout=""20000"
redirectPort=""8443" />
-=>
{t-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="158" scheme="https" secure="true"

keystoreFile="D:\.keystore" keystorePass="your password"
clientnuth="FaISE"|551EnahledPrntncnls="TLSu1,TLSU1.1,TLSU1.2"|I>

{?-- Define an AJP 1.3 Connector on port 86889 -->
{Connector port="8809" protocol="AJP/1.3" redirectPort="8443" />

{t-- fAn Engine represents the entry point {within Catalina) that processes
every request. The Engine implementation for Tomcat stand alone
analyzes the HTTP headers included with the request, and passes them
on to the appropriate Host {virtual host).

Documentation at /docs/config/engine.html --3

v
< >

® & iTExd tomcato @ WOUREL R (3R 1~3L2) BiTHKRB ”Fﬁ SSL3.0
TEEE T

o
&
[EEN

Bl 4o 7o B R R F o X > € W PR Yo o T
http://www.icst.org.tw/NewlInfoDetail aspx?seq=1436&lang=zh 3 /i %
B ofa kB B IR B SSL O w1 £ (1) TestSSLServer
( http://www.bolet.org/TestSSLServer/ ) (2) QUALYS SSL LABS SSL
Server Test # B3 £ (https://www.ssllabs.com/ssltest/index.html, » F_
CA/Browser Forum e zbiEikeindgp|l E)7 8 R FPRB AT * 24

Bs T 0 F)12014 &£ 10 ? ¢ WM o4 7 SSLV3 et w0 Y A

#5338 > 33 8L %L CVE-2014-3566 (POODLE) » iz # & i *
SSLV3 % » 3#c® TLS B iTis 2o



http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh
http://www.bolet.org/TestSSLServer/
https://www.ssllabs.com/ssltest/index.html

(1) FE* 25T 22 zi’%%ﬁé'%ﬂ g * SSL V3 3 ¥ %+
https://zmap.io/sslv3/browsers.html z_ & < .

(2) A2 g3 https://dev.ssllabs.com/ssltest/viewMyClient.html ¥ z ip] i&
ooz FWEAE e g SSLV3 e

(3) L LEFFET w1275 > PRERREEA > &fF > &£ 2
MB) g iER SSLV3 i * SSLV2, & 44 7 BlXK T (B4
BT o e B R o X o> § F OH RO T
http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh )

SUHR AR 1

B TG e
nE

AFERPOHIPEAATEHTNE L RIT
U VRE AT UMAA LSS
vl !0.‘ POGT !!SE!IF’H!‘H’ P Lol SN
e R ELTFRITREEER =

TENE DOM O37F

v
v
J B
v
v ER Smﬁcmn ull

I"l ’

AV BSREeS SEN

[ EEaRARER
W 1F Inwornet Explorer I99F
¥ Iawooet Exploree IIRERRARRRE +

RN ERE R MR ANESY - TR -
O FARERRFEINFEN -

CaE [ & =ma

10


https://zmap.io/sslv3/browsers.html
https://dev.ssllabs.com/ssltest/viewMyClient.html
http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh

