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1. BRY serverxml 1E2% - ZERBEEBMMN ${catalina.nome}/conf/ B -

${catalina.home} & Tomcat ZEHEERVIRIEEE] -

2. = keystoreFile B#= - # % SSL Connector R EELR - ;L F=ESE -

e keystoreFile — Keystore 3 .pfx #EEREEK -
e keystorePass < Keystore § .pfx %45 -
e keystoreType — #8=( (JKS B PKCS12): #H Keystore BRI UJREAEAEESE -

)

server.xml &&3E &l
<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"

maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"

keystoreFile="${catalina.home}/conf/my.keystore"
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& serverxml B AZ keystoreFile - {3 Tomcat TIEEFEATEM Keystore E&E : ${userhome}/.keystore - &
REBBENAREEERESPHBE -

${userhome} BEREEN KB FBLEE -
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A FEIRFATIEEE

MABIEEAN rootrd6.crt ( RREE ) 1 CHTOVCA.crt ( PARE ) RE T AEEAGBREERE - [EFERSELIRUIFR
EERE -

S 1 EARERE (rootrd6.crt)

HImEIE<
keytool -import -alias rootr4do
-file rootr46.crt

-keystore <Ay Keystore FE{&>

-import -alias rootrde -file rootrdo.

AR TEEERERE ? (trust the certificate ? ), B - FB#WIA y 3L yes #&1% Enter -
L 2 EADHERE (CHTOVCA.crt)
HRIRHIES

keytool -import -alias chtovca
-file CHTOVCA.crt

-keystore <Y Keystore B>

D:btestzkevtool -import -alias chtovea -file CHTOVCA.crt -kevstore test.kevatore

2R TEREEREEE? . K FEA y 5 yes 812 Enter -
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[EAGRZRRER - Bl& (Alias name ) #7881 Keystore FhiBMARIEEE—H - SRIZHAEEL
—EHIVRE Entry - BRABEFRE DB -

S 1 BERLRRIR

BT TMES ERLARTZE Entry type 74 PrivateKeyEntry BI&EHR - 58 FE Alias name( 1
TE=esEE ) BEEARRRSHR -

RInKIE<

keytool -list -v -keystore <{&HY Keystore BR{&E>

nﬂii =& ( BEAARE )

BERARM

Alias name A& - EEAGRRREREERILE

Entry type SEMEA PrivateKeyEntry FEI—(EE LR
TER 2 EA”HEEEZ_.?E‘

i E—DERIRRIZIEA -alias EENSE ( LUNEAIRERIZA tomcat ):

HRIRIES
keytool -import -alias tomcat
-file [/BE8FF9%] .cer

-keystore <Y Keystore B>

pol -import -alias tomcat -file 25145BCZEL1424EB SDEBOACSEAE | ycer -kevatore test.kew
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Certificate reply was installed in keystore
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java.lang.Exception: Failed to establish chain from reply
FREVE B 7 R s Y RS
FHAERTRREZERNPEZZEERR - SR REENREENPERELEESRFETED -
java.lang.Exception: Public keys in reply and keystore don't match
B H A B iR e e AT

BAMBRTZRFEFTEANDIRFZACQRFREENLBAY - FBHERER CSR BATRUNSRBHEFE
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1. BR#IT keytool -list 5= -
HImEIE<

keytool -list -v -keystore <&fJKeystore FE&>

2. % PrivateKeyEntry #BZ:CHE - 7852 Certificate chain length BJf& -
@& Certificate chain length WEE&EERS 3 UL -
EZEBERS 1 NRPERBAREEEA - BEMEDE _GLH -
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FEhen ERRTIEER Tomcat

1. BEHFEMN Keystore HEEZFMOREE - ERBEEMEE serverxml & keystoreFile WEREE
AR -

2. R Tomcat ARTS @ FEFTRFBEN -

BERUES (E—ER)
# Linux / macOS

# WA tomcat #% systemd EH (R ER Linux F{THRA)

sudo systemctl restart tomcat

(tomcat MR EFEH R4 » fl4l tomcats)

# JIRIEH tomcat EZERFER init scripts Z48 (F R Linux REIETHA)

sudo service tomcat restart

(tomcat FEEMAREEHE R4 » fl4 tomcat8)

# YR tomcat {ff binary Z8E > IR tomcat ZEEEERACT » #fT shell IR
$CATALINA HOME/bin/shutdown.sh

$CATALINA HOME/bin/startup.sh

# Windows

# J57E— BB windows "HR¥S | (services.msc) » #EH] tomcat IR¥S > AR AR ENEE




# A BEE tomcat ZEERIKT » ${TLLT bat #EHAE
$CATALINA HOME%\bin\shutdown.bat
$CATALINA HOMES$\bin\startup.bat

# EFfi# © SCATALINA HOMES A tomcat HYZZHEH$#%
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GlobalSign R46 Root CA
Chunghwa Telecom GCC R46 OV TLS CA 2025
fElfR28RER CN

ta]ER SSL Labs ( https://ssllabs.com/ssltest ) #1748 F5eE2ER7% -
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PUMEZ R Keystore (JKS ) £2 pfx/.pl2 ( PKCS12 ) miEE BB ES - B BI/RER
R BEFasERGHRA -

— ~ Keystore (JKS ) — PFX ( PKCS12)

FABSR . FER Tomcat Keystore EHIZ5 IS SiEMSZIE PFX MIEIARES - B KGR -

HRiInkIE<S
keytool -importkeystore

-srckeystore <#JE.keystore B>
-srcstoretype Jjks
-destkeystore <ifith.pfx pRKE>

—deststoretype pkcsl?2

D:\test=keytool -importkevatore -srckevestore test.kevatore

-zrcetoretype jke -destkeystore test.pfx -destetoretype pkosll

— ~ PFX ( PKCS12 ) — Keystore ( JKS)

FRSS . EMERSS (W 1IS) S PFX X% - @35 Tomcat B9 Keystore 183 -

Himtkin<
keytool -importkeystore

-srckeystore <HH.pfx pEE>
-srcstoretype pkcsl?2

-destkeystore < .keystore FRIK>
-deststoretype jks

D:htest=keytool -importkeystore

-zrckeystore test.pfu -zrcstoretype pkezl? -destkeystore test.keystore -deststoretwype jka

A INOEEUE R

BRBRTAAIERBARRABNMNER - FXZRE - PFIX EXESTLR - BENFHRBEREE
EFEVER - BRINA -
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ENEREAGRRRRBEADPERE - SBURRBERAEN - AL MNABERZE Keystore :

@ IRA Keystore #L PFX B ( EAMZF—RES )-

@ 1t PEX BERDIHEALG -
KIRIES

openssl pkcsl2 -in <HKJH.pfx &> -nocerts -nodes -out private.key

sopenazl pkegl? -in zerver.pfx -nocertz -nodez -out private. kevy

® ERFLRMIIERESFRPEREERRIF PFX

Hintkie<

openssl pkcsl2 -export -inkey private.key
-in [BE§FP9R] . cer
-certfile CHTOVCA.crt -certfile rootr46.crt

-out <HgH,.pfx ERE>

D:Ytestsopenssl pke

-certfile C .crt -certfile rootrdé.crt -out s

@ &% PFX 1881 Keystore B (FEAME_MIES )-

>> ¥1T PFX — Keystore EiEiE<mMINGE - SRR N RAEEHE ¢
Enter destination keystore password: < FREMHM keystore ZH

Re-enter new password: < =7 A MR ERIF 2

Enter source keystore password: < ﬁﬁ‘ﬁ)\@zﬁ.pfx BENZBN

® LUIFr Keystore BHIREREZE - S/ Tomcat -




